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serves global enterprises with trusted
cybersecurity, fostering innovation, compliance, and
enduring relationships across industries.
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ISO Training Programs

ISO Training Programs by Shieldbyte Infosec are structured to develop skilled auditors
and implementers across information security, privacy, risk, IT service management,
and business continuity. The training combines standard interpretation with practical
audit and implementation insights.

ISO/IEC 27001 : Information Security Management System (ISMS )- Lead Auditor

ISO/IEC 27001 : Information Security Management System (ISMS )- Internal Auditor

ISO/IEC 27001 : Information Security Management System (ISMS )- Lead Implementer

ISO/IEC 27001 : Privacy Information Management System ( PIMS )- Lead Auditor

ISO/IEC 27001 : Privacy Information Management System ( PIMS )- Internal Auditor

ISO/IEC 42001 : Artificial Intelligence Management System ( AIMS )- Lead Auditor

ISO/IEC 20000-1: IT Service Management System (ITSM )- Lead Auditor

ISO 22301 : Business Continuity Management System ( BCMS )- Lead Auditor

ISO/IEC 20000-1: IT Service Management System (ITSM )- Internal Auditor

ISO/IEC 31000: Risk Management - Guidelines- Internal Auditor/ Implementer

www.shieldbyteinfosec.com
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Cyber SecurityTraining Programs

Shieldbyte Infosec Academy’s Cyber Security Training Programs are designed to
empower employees with the knowledge and skills needed to recognize cyber threats
and protect organizational data. The training focuses on everyday security practices,
regulatory awareness, and safe digital behavior to build a strong human firewall.

Access Control Management
Access Management

ISO 20000 - IT Service Management
ISO 27001 - 2022 ISMS Awareness

Asset Management

Audit Methodology

Browser Side Security

Business Continuity Management BCMS
California Consumer Privacy - CCPA
Cloud Computing Security
Communication Security
Cryptography

Cyber Security and Threats

Cyber Security Awareness

Data Protection Impact Assessment
Digital Personal Data Protection Act IN
Disaster Recovery & Business Impact
DPDPA and IT Act 2000

Effective Meeting Management
Enterprise Risk Management

FERPA Awareness

GDPR Data Breach Notification
GDPR Data Subject Rights

General Data Protection Regulation
HIPAA Awareness

Human Resources Security

Incident Management

Incident Management - 2022
Information and Asset Management
Information Security Awareness

ISO 27001- 2022 Amendment

ISO 27001-2013 Information Security
ISO 27001:2022 Amendment

ISO 27017 Cloud Service Security
ISO 27018 PII Data Protection Cloud
ISO 27701 - Privacy Management
ISO 9001-2015 Quality Management
Malware and Viruses

Mobile and Portable Device Security
NIST 800-171

NIST 800-53

Operation Security

Operational Security 2023
Password and Authentication

PCI Security Standards

Personal Data Consent

Phishing Awareness

Physical Security

Physical Security 2023

Protecting Privacy Online
Ransomware

Ransomware Attack

Security and Compliance

SOC Compliance Awareness

Social Engineering

Software Development Security

www.shieldbyteinfosec.com




‘ Our Service Offerings

Security Assessment

Vulnerability Assessment
Penetration Testing

Web Application VAPT

Android and ISO Mobile APP VAPT
Network Security Assessment

API Security Assessment

Red Team Assessment

Source Code Review

Threat Modeling

Regulatory Audit

RBI Cyber Security Audit
BSE - Cyber Security Audit
NSE - Cyber Security Audit
SEBI - System Audit
NCDEX - Cyber Security
ISNP Audit

IT Security Audit
Infrastructure Audit
Software License Audit
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ShieldPhish
Cybersecurity Trainings & Phishing Simulation

@9 o :
Al Personalization Engine

‘%‘A Redlistic Phishing Scenarios

HES

2]  Real Time Click Tracking and Reporting

%
[

Context-Aware Content Creation

i
il
Tl

Automated Campaigns

\)@

T4
(

Compliance and Reporting Dashboard
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SOC18&SOC 2 Compliance

ISO 27001 - ISMS

ISO 20000 - ITSM

ISO 22301 - BCMS

ISO 27701 - PIMS

ISO 27017 - Cloud Computing

ISO 27018 - Protection of Personal Data on the Cloud
ISO 12207 - Systems and Software Engineering

ISO 42001 - Artificial Intelligence (Al) Systems

Data Privacy

General Data Protection Regulation - GDPR
Health Insurance Portability and Accountability Act - HIPAA
Children's Online Privacy Protection Act - COPPA
California Consumer Privacy Act - CCPA

Family Educational Rights and Privacy Act - FERPA
Personal Data Protection Act (PDPA) - Singapore
Digital Personal Data Protection Act (DPDPA)
Personal Data Protection Law (PDPL)

Data (Use and Access) Act 2025
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ShieldRisk

THIRD PARTY VENDOR RISK

Third Party Risk Management

Cognitive Risk Scoring Engine

Pre-Built Compliance Packs

Interactive Dashboards & Risk Heatmaps

Centralized Evidence Repository

Audit-Ready Reports & Certifications

W4 info@shieldbyteinfosec.com

MICL, Aaradhya Four Point, 1301 & 1302, H Wing, Naidu Colony, Pant Nagar,
Ghatkopar East, Mumbai-400075, India.
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